MyNeeds Dating – Privacy Policy
Effective Date: October 1, 2025
MyNeeds Dating (“we”, “our”, “us”) is committed to protecting your privacy. This Privacy Policy explains how we collect, use, disclose, and safeguard your information when you use our mobile application available on Android and iOS.

1. Information We Collect
- Personal identification information (name, email, age, gender, preferences, etc.)
- Profile data (photos, bio, preferences)
- Messages exchanged on the platform (encrypted by SHA512)
- Geolocation data (if enabled)
- Device and log information (IP address, device type, OS version, app crash logs)
- Payment history, subscription details
- Possible biometric data (used for verification purposes only)

2. How We Use Your Data
- To operate and maintain the app
- To match users via our fair algorithm
- To improve app features, troubleshoot, and protect user security
- To send promotional messages with your consent
- For legal compliance and fraud prevention
- For internal analytics and user behavior insights

3. Sharing Your Information
- We do not sell your data to third parties
- Shared only with trusted partners (Laravel backend, Stripe, Google Analytics, Google Play, IOS Store if needed.)
- Shared with law enforcement where required by law
- May share anonymized usage data for performance and market research

4. Age Restriction
- Users must be 18 years or older to register
- We use document verification to confirm age when needed

5. Your Rights
- Access your data
- Request corrections
- Request deletion
- Request portability of your data
- Withdraw consent at any time

6. Retention and Deletion
- We retain data for as long as necessary for legal, operational, or compliance purposes
- Inactive accounts are deleted after 24 months

7. Security Measures
- HTTPS enforced throughout the app
- End-to-end encryption of messages (SHA512)
- Encrypted storage of profile photos and ID documents
- Role-based access to production systems

8. Cookies & Consent
- Cookie consent is requested at first app launch
- Users can manage or withdraw consent anytime via settings
- Consent logs are securely stored for auditing


9. Changes to this Policy
- We may update this policy and notify users via the app

Contact: privacy@myneeds.dating
